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President and Director of SOX Research at Lord & Benoit - a SOX consulting firm specializing in
smaller public companies

Serves on COSO Monitoring Project Taskforce

Has served on the AICPA Peer Review Acceptance Board for 10 years

Peer Reviewed the quality of over 100 CPA firms in past 17 years

Author, The Lord & Benoit Reports referenced by SEC, PCAOB, SEC Advisory, SEC Staff, SEC
Commissioners, Wall Street Journal, Big 4, U.S. Chamber of Commerce, AAA, AICPA, 1A and
over 200 newspapers, magazines, legal, educational and trade journals.

Taught Sarbanes-Oxley Section 404 compliance across the country through State CPA Societies
and various other organizations

Significant Contributor to SEC Interpretive Guidance — see SEC Concept Release and PCAOB
websites

Invented Virtual SOX compliance methodologies — AICPA Technology
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Regulatory Update

“The Sarbanes-Oxley Act Section 404(a) Is required
for ALL public companies (including non-accelerated

filers) with fiscal years ending after December 15,
2007.

The requirements include a Management Assessment
as well as a report on its system of Internal Controls
over Financial Reporting (ICFR).
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Regulatory Update

“It is the SEC Division of Finance's view that the
failure to provide this management report

RENDERS THE ANNUAL REPORT MATERIALLY
DEFICIENT.”

“If management DID NOT COMPLETE THE
EVALUATION and provide the report as required by

ltem 308T(a), the company would not be timely or
current in its Exchange Act reporting
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Regulatory Update

Failure to perform an assessment “would result in
the company NOT BEING ELIGIBLE TO FILE NEW
FORM S-3 or FORM S-8 REGISTRATION
STATEMENTS and the loss of the availability of
Rule 144.
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Regulatory Update

Additionally, “because the filing of the Form 10-K
constitutes the Section 10(a)(3) update for any
effective Forms S-3 or S-8, THE COMPANY ALSO
WOULD BE REQUIRED TO SUSPEND SALES
UNDER ALREADY EFFECTIVE REGISTRATION
STATEMENTS.”
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Regulatory Update



http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf

Regulatory Update

“Under Sarbanes-Oxley Section 404(b) outside
auditors of ALL filers are required to test and
express an opinion on internal controls over
financial reporting under PCAOB (Public Company
Accounting Oversight Board) Auditing Standards for
years ending after December 15, 2009.
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Regulatory Update

“Regarding SOX 404... right now, we have a system
where some issuers are complying with 404 and
others are still exempt from it. It's time that we bring
uniformity to the system so that investors know what
to expect from companies, while being sensitive to
the needs of small businesses.

Quote taken from questions from Senator Carl Levin for Mary Schapiro, now Chair of
the Securities and Exchange Commission, January 8, 2009
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Lesson Learned
First Year Smaller Public Co’s
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Lessons Learned — Material Weaknesses

Source:

Material Weaknesses Identified Management Report Disclosures

Material Weaknesses Issue C(_)ll'lpali% % of .
Disclosing | Companies
Ineffective accounting procedures 555 96.5%
Issues with competency, training_;, tone at top, ethics 449 78.1%
Departures from FASB/GAAP/Disclosures 394 68.5%
Ineffective design of controls not mitigated with compensating controls 311 54.1%
Reliance on outside auditors for material adjustments 192 33.4%
Information technology, software, security & access issues 118 20.5%
Audit Committee - Ineffective, non-existent or understaffed 110 19.1%
Accounting for defemed, stock-based comp, debt, warrants, derivatives 101 17.6%
General ledger close process 96 16.7%
Foreign, related party, affiliate, merger, acquisition, consolidation issues 93 16.2%
Untimely or inadequate account reconciliations 80 13.9%
Accounting for Accountsfloans receivable, investments & cash issues 76 13.2%
Accounting for Liabilities, payables, reserves and accrual est. failures 65 11.3%
Revenue recognition issues 62 10.8%
Controls over property, intangibles, deprec 60 10.4%
Controls over inventory/cost of sales 59 10.3%
Accounting for expenses (payroll, SG&A, leases) 47 8.2%
Accounting for ncome tax expense (FAS 109) 30 5.2%
Restatements, regulatory compliance 29 5.0%
Insufficient or non-existent intemal audit function 22 3.8%

Lord & Benoit Report: First Year SOX Results for Small Business Benefits of the Delays
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Latest Framework
SEC Interpretive Guidance
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Latest SEC Interpretive Guidance

“Under the Commission’s rules, management’'s annual
Assessment of the Effectiveness of Internal Control over
Financial Reporting must be made in accordance with a
suitable control framework...”
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COSO (New! Monitoring Framework)

Committee of Sponsoring Organizations
of the Treadway Commission

Board Members

Lany E. Rittenberg Mark S, Beasley

COSO Chair American Acopanting Asseciatian

Edith G. Orenstein David A. Richards
Financial Executives Intemational The Institute off Internal Aoditors

Grant Thomton LLP — Author

Principal Contributors

R, Trenk Gazzaway (Project Leader)  James P, Burton J, Russell Gates
Partner Partner President

Internal Co ntrol — Gran Thoweon LLP — Churkeae Grant. Thomraon LLP — Devesr Dapage Consuling LLC— Chicsgo
Integrated Framework oo oo ot b

Seniar
Grant Thomgon LLP — Chicago Grant Thomton LLP — Tormmo Grant Thortton LLP — Charlome

Review Team
Andrew D. Bailey Jr. Dorsay L. Baskin Jr.
Senior Policy Advisar Partner

Grant Thomton LLP —Phomnix Grat Thomon LLP — Dalles

Guidance on Monitoring

Internal Control Systems
COSO0 Task Force

Abratvam D. Akresh Douglas J. Anderson
Senior Level Expertfor Auditing Corparate Anditor
Sandards Dow Chemical Company
1.5, Govemment Accoantaility Office

Volume |l — Application ——

Partner
Delaitte & Tauche LLP

Audrey A. Gramling

Observers

Securities and Exchange Commission
Josh K. Jones

SEC Qhserver

Professionsl Accourting Fellen
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Scalable Model to SOX Compliance

Effectiveness
Of Controls

Design of Risk
Controls / Assessment

Accounting

Controls bl el
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Establish A Timeline

SOX Section 404 Project Timeline - FY'2007 Jun Jul Awg  Sep Oct
«  Documentation of Enterprise Risk Assessment
«  Identification of Fraud Risk Factors
«  Mapping
Update Significant Accts, Discl, Loc and Bus Units
Update Financial Statement Assertions
Update Maor Classes of Transachons
Update Processes and Sub processes
«  Company Lewel Accounting Conirols:
o Apphication of GAAP,
«  Use of estimates,
v Clasing and general ledger procedures
+  Small Comparry GOS0 Evaluation (Comgary Level Controls)
.
Risk Assessment.
Information and Commurnication and
L |
« Updale Design of Controls
«  Updale Control Namatives | |
«  Testing of Effectiveness of Controls
o BapendhresTued Assets
[ Fm
»  Revenue
« [T General Controls
« T Test of Controls |
«  Review of Service Auditor Reports (i apphcable) |
« Evaluate Deficiencies 1
»  Report of Material Weakmesses |
Percentage Complete| 0% 5% 4% s0%  TsW|  eswm  gso%m som|  esw  100%

I

i
T
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COSO for Smaller Public Companies
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http://aaahq.org/
http://www.aicpa.org/
http://www.financialexecutives.org/
http://www.imanet.org/
http://www.theiia.org/

Risk Assessment

Applicable ?

Magnitude Likelihood

1. Major Aszets and Liab

Fraud Risk Assessment Fraud Risk

Comments

Fraud Risk (Reporting and Mis

lity of the client’s financial stal

Which accounts, transaction or locations might be susceptible to material
mizstatement due to fraud?

See workpaper on significant sccounts,
locations and business units. Alsa:

AR st practice level, AP (joint effort), PR
[corp, except for LA) Insurance billing
fraud
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Free Industry Specific
SOX Research:

INDUSTRY
SOLUTION

research of material
accelerated filers,
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Accounting Material Weaknesses
Revenue recognition Issues
Inventary, vendor and cost of sales issues
Tay expenze/benefit/deferral/other (FAS 109} issues
sccounts/loans recervable, investments & cash issues
FPE , intanglble or fixed asset (valug/diminution) issuss
Fareign, related party, affiiated and/or subsid 1ssues
Liabilities, payables, reserves and accrual est falures
Debt ,guasi-debt, warrants & equity ( BCF) security issues
Fin Stmt/ fontnote/ US FASE, segment disclosure issues
Acquisition, merger, disposal or reorganization issues
Income statemt classification, margin and EPS issugs
Leaze, FAS 5, leqal, contingency & commit 1ssues
Deferred, stock-based or executive comp issugs
Depreciation, depletion or amartization issugs
Gain ar loss recognition issues
Intercompany/Tnvestment w/ sub/affil issues
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Eos % Internal Control Material Weaknesses; 2o %
lé :gi Accounting documentation, policy and/or procedures 22 9L7%
] 33:3% Material and/or numeraus auditor /YE adjustments 14 58.3%
- ogog, | Acoounting personnel resqurces, competency/traning 12 50.0%
7 20,29 | FRestatement or nonreliance of campany filings 12 50.0%
o 20.8% - Seqregations of duties/ design of contrals (personnel) 10 41.7%
: E;: Untirmely or inadequate accaunt reconciliations 6 25.0%
3 1oy | Mformation techology, software, securty & access isues 4 16.7%
o pay  Restatement of previous 404 disclosures I125%
2 8.3%  Seniormanagement competency, tone, reliabiity sues 3 125%
2 83%  Ethical or compliance issugs with personngl I 42%
1 jg: neffactive or understaffed audt cammittes I 4%
| ang  neufficient or non-existent intemal audt function I 4%
{ aon  Scope (disclaimer of opinian) or other mitations I 4%

Data from EAudit Analytics
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Fraud Risk Assessment

“Management’s evaluation of the rlsk of mlsstatement
should include consideration of the vulnerability of
the entlty to fraudulent activity.”
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|dentify significant accounts and disclosures
Identify significant business units and locations
Indicate relevant financial statement assertions

Determine major classes of transactions and
account characteristics

Map to significant processes and sub processes
Map to IT Infrastructure over significant processes
Impact on financial statements
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Summary of Controls Effectiveness

{Fully met,
partially met,
not met)

Control Environment Principles
Process

Lewel

Summary
Evidence
of Control

COSO for Smaller Public Companies

Dperating
Effectiveness
{Fully met,
partially met,
not met)

1. Integrity and Ethical ¥alues - Sound integrity and ethical values, paricularly of top management, are developed and understood and et the standard of conduct for financial reporting.

= Summary of Controls

Risk Assessment Principles

Process
Lewel

Entity Wide

Des=sign
Effectiveness
{Fully met,
partially met,
not met)

Summary
Ewidence
of Control

Summary of Controls Design Operating
Effectivenesxs Summary Effectivenesxs
Information and Communication Principles R {Fully met, Evidence {Fully met,
Entity Wide partially met, of Control partially met,
Lewel
not met) not met)
Ha
£12| 15_ Financial Reporting - Pertinent information is identified. camtured. used &t all levels of the company. and distributed in a farm and timeframe that supnorts the achievement of I

Operating
Effectiveness
{Fully met,
partially met,
not met)

reporting.

& Financial Reporting Objectives - Management specifies financial reporting objectives with sufficient clarity and criteria to enable the identification of rizks to reliable financial

Yy . . . A

Sy of Comirals ﬂw

] ESectveness
] Manitoring Principles . iFully met,
EndlyWide partially st
o meth

off Comirad

canbnue fnancal reporing #a funchon owes bme:

Y. Dpoiing andl S ste Evallnadions - Cnoning andion separate evalushons: ansbie ransgenent 1 defamine whether e oher components of intemal conbrod aver
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Accounting Controls

Entity Level Accounting Controls
Period End Closing Activities
Use of Significant Estimates
Application of GAAP
General Ledger
Disclosures
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Design of Controls

“‘Management then evaluates whether it has controls
placed in operation that are designed to adequately
address those risks.”
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Design of Controls




Key controls P——

Population of Contre!
Sample selections gzz:::gy
Document requests sav:gyly
Test documents fﬁﬁple
Retest if necessary times a day
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Range of
times

to test
controls

1

2
2-5
5-15
20-40

25-60
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Multiple Locations — Virtual SOX

“Management’s consideration of financial reporting
risks generally includes all of its locations or business
units. When the controls necessary to address financial
reporting risks operate at more than one location or
business unit, management would generally evaluate
evidence of the operation of the controls at the
individual locations or business units.

Lord &Benoit
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Multiple Locations — Virtual SOX

Why Can Virtual SOX Be Done Remotely?
Not an audit
Management Self Assessment
Local administrative personnel
As long as objective
Relationship of objectivity to size of business
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Multiple Locations — Virtual SOX

What Are The Benetfits of Virtual SOX?
No travel time or travel costs
Centralized “testers” are well trained and supervised
Minimal management disruption
Less Ad Hoc Meetings
Communication and Project Management

Lord &Benoit
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Multiple Locations — Virtual SOX

Communication & Project Management
Give Access to Outside Auditors
Include Audit Committee
Send and share documents
Version controls
Automatic notification of document updates
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© Copyright 2009 : Lord & Benoit, LLC www.Section404.0org Rkl gneasen A Compitces




SOX IT Compliance

“The identification of risks and controls within IT should not
be a separate evaluation. Instead, it should be an integral
part of management’s top-down, risk-based approach...”

“Management only needs to evaluate those IT general
controls that are necessary... to adequately address
financial reporting risks.”
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SOX IT Compliance

Company Leve
Controls

o o'y MM EY A
z o
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Design of
.Controls
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Test Operating |
Effectiveness
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SOX IT Compliance

Change Management

Security & Access—Logical

Security & Access—Physical
Computer Operations (e.g. Backup)
Third Party Vendor Management
Application Controls

End User Computing
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dentify remaining deficiencies

. Recommendations

. Document management remediation plan
dentify compensating controls

. Evaluate un-remediated deficiencies

. Audit Committee updates / meetings
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The Path to Success

1. A helpful not adversarial approach
2. Focus on compensating controls

3. Project management ensures
successful completion

4. Identify material weaknesses early

5. “Challenge” the finer points of
internal controls

The Path to Success
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Questions

Bob Benoit
(800) 404-7794 x204

SOX Compliance for
Smaller Public Companies

|

BobB@LordandBenoit.com

www.Section404.0rg
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Disclaimer

The literature contained herein is not intended to
substitute authoritative literature published by the
respective regulatory agencies. Professionals are
advised to consult with legal and accounting
authorities on all matters before implementing
professional standards.
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