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Bob Benoit

 President and Director of SOX Research at Lord & Benoit - a SOX consulting firm specializing in 
smaller public companies 

 Serves on COSO Monitoring Project Taskforce 

 Has served on the AICPA Peer Review Acceptance Board for 10 years

 Peer Reviewed the quality of over 100 CPA firms in past 17 years

 Author, The Lord & Benoit Reports referenced by SEC, PCAOB, SEC Advisory, SEC Staff, SEC 
Commissioners, Wall Street Journal, Big 4, U.S. Chamber of Commerce, AAA, AICPA, IIA and  
over 200 newspapers, magazines, legal, educational and trade journals.

 Taught Sarbanes-Oxley Section 404 compliance across the country through State CPA Societies 
and various other organizations

 Significant Contributor to SEC Interpretive Guidance – see SEC Concept Release and PCAOB 
websites

 Invented Virtual SOX compliance methodologies – AICPA Technology 

© Copyright 2009 : Lord & Benoit, LLC   www.Section404.org 



Regulatory Update

Lessons Learned – First Year Smaller Public Co’s 

Keys to Right Sizing the Compliance Effort

Understanding Virtual SOX compliance

Questions and Answers
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Course Outline
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Regulatory Update



Section 404(a) - SEC Requirements

―The Sarbanes-Oxley Act Section 404(a) is required 

for ALL public companies (including non-accelerated 

filers) with fiscal years ending after December 15, 

2007.

The requirements include a Management Assessment 

as well as a report on its system of Internal Controls 

over Financial Reporting (ICFR).  
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Regulatory Update



―It is the SEC Division of Finance's view that the 

failure to provide this management report 

RENDERS THE ANNUAL REPORT MATERIALLY 

DEFICIENT.‖  

―If management DID NOT COMPLETE THE 

EVALUATION and provide the report as required by 

Item 308T(a), the company would not be timely or 

current in its Exchange Act reporting
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Regulatory Update



Failure to perform an assessment ―would result in 

the company NOT BEING ELIGIBLE TO FILE NEW 

FORM S-3 or FORM S-8 REGISTRATION 

STATEMENTS and the loss of the availability of 

Rule 144.  
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Regulatory Update



Additionally, ―because the filing of the Form 10-K 

constitutes the Section 10(a)(3) update for any 

effective Forms S-3 or S-8, THE COMPANY ALSO 

WOULD BE REQUIRED TO SUSPEND SALES 

UNDER ALREADY EFFECTIVE REGISTRATION 

STATEMENTS.‖
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Regulatory Update



For more information see CAQ Alert #2008-94
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Regulatory Update

http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf
http://www.thecaq.org/members/alerts/CAQAlert2008_94_12312008.pdf


Section 404(b) - PCAOB Requirements

―Under Sarbanes-Oxley Section 404(b) outside 

auditors of ALL filers are required to test and 

express an opinion on internal controls over 

financial reporting under PCAOB (Public Company 

Accounting Oversight Board) Auditing Standards for 

years ending after December 15, 2009.
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Regulatory Update



Section 404(b) - PCAOB Requirements

―Regarding SOX 404… right now, we have a system 

where some issuers are complying with 404 and 

others are still exempt from it. It’s time that we bring 

uniformity to the system so that investors know what 

to expect from companies, while being sensitive to 

the needs of small businesses. 
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Regulatory Update

Quote taken from questions from Senator Carl Levin for Mary Schapiro, now Chair of 

the Securities and Exchange Commission, January 8, 2009
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Lesson Learned
First Year Smaller Public Co’s



Lessons Learned – Material Weaknesses

Source: Lord & Benoit Report: First Year SOX Results for Small Business Benefits of the Delays
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Latest Framework
SEC Interpretive Guidance



Consideration of Entity Level Controls 

―Under the Commission’s rules, management’s annual 

Assessment of the Effectiveness of Internal Control over 

Financial Reporting must be made in accordance with a 

suitable control framework…‖ 
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Latest SEC Interpretive Guidance
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COSO (New! Monitoring Framework)
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Scalable Model to SOX Compliance



Establish A Timeline
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www.COSO.ORG
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COSO for Smaller Public Companies

http://aaahq.org/
http://www.aicpa.org/
http://www.financialexecutives.org/
http://www.imanet.org/
http://www.theiia.org/
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Risk Assessment



YOUR

INDUSTRY

SOLUTION

Free Leading Edge SOX research of material 
weaknesses reported by accelerated filers, 
broken down by industry…  

www.Section404.org

Your Industry

Free Industry Specific 

SOX Research:
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INDUSTRY RISK ASSESSMENT

Data from Audit Analytics
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Identification of Financial Reporting Risks

―Management’s evaluation of the risk of misstatement 
should include consideration of the vulnerability of 
the entity to fraudulent activity.‖
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Fraud Risk Assessment



MAPPING – RISK ASSESSMENT

• Identify significant accounts and disclosures

• Identify significant business units and locations

• Indicate relevant financial statement assertions

• Determine major classes of transactions and 

account characteristics

• Map to significant processes and sub processes 

• Map to IT Infrastructure over significant processes

• Impact on financial statements
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COSO for Smaller Public Companies



Entity Level Accounting Controls

Period End Closing Activities

Use of Significant Estimates

Application of GAAP

General Ledger

Disclosures
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Accounting Controls



―Management then evaluates whether it has controls 

placed in operation that are designed to adequately 

address those risks.‖ 
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Design of Controls



Policies, 
Narratives

Control
Matrix, Inquiries, 

Walkthrough

Control 
Design 
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Design of Controls



Testing Operating Effectiveness

Frequency 
of Control

Range of 
times
to test 
controls

Annually 1

Quarterly 2

Monthly 2-5

Weekly 5-15

Daily 20-40

Multiple 
times a day

25-60

• Key controls

• Population

• Sample selections

• Document requests

• Test documents

• Retest if necessary
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―Management’s consideration of financial reporting 
risks generally includes all of its locations or business 
units.  When the controls necessary to address financial 
reporting risks operate at more than one location or 
business unit, management would generally evaluate 
evidence of the operation of the controls at the 
individual locations or business units. 
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Multiple Locations – Virtual SOX



Why Can Virtual SOX Be Done Remotely?

 Not an audit

 Management Self Assessment

 Local administrative personnel

 As long as objective

 Relationship of objectivity to size of business
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Multiple Locations – Virtual SOX



What Are The Benefits of Virtual SOX?

 No travel time or travel costs

 Centralized ―testers‖ are well trained and supervised 

 Minimal management disruption

 Less Ad Hoc Meetings

 Communication and Project Management
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Multiple Locations – Virtual SOX



Communication & Project Management

 Give Access to Outside Auditors 

 Include Audit Committee

 Send and share documents

 Version controls

 Automatic notification of document updates
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Multiple Locations – Virtual SOX



SOX IT Compliance

―The identification of risks and controls within IT should not 
be a separate evaluation. Instead, it should be an integral 
part of management’s top-down, risk-based approach…‖

―Management only needs to evaluate those IT general 
controls that are necessary… to adequately address 
financial reporting risks.‖ 
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Company Level 
Controls

Risk 
Assessment

Design of 
Controls

Test Operating 
Effectiveness
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SOX IT Compliance



Change Management

Security & Access—Logical

Security & Access—Physical

Computer Operations (e.g. Backup)

Third Party Vendor Management

Application Controls

End User Computing

SOX IT Compliance
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Evaluation & Reporting

• Identify remaining deficiencies

• Recommendations

• Document management remediation plan

• Identify compensating controls

• Evaluate un-remediated deficiencies

• Audit Committee updates / meetings
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The Path to Success

1. A helpful not adversarial approach

2. Focus on compensating controls

3. Project management ensures 
successful completion

4. Identify material weaknesses early

5. ―Challenge‖ the finer points of 
internal controls 

The Path to Success
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for Smaller Public Companies
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S    X Compliance 
Questions

SOX Compliance for     

Smaller Public Companies

Bob Benoit
(800) 404-7794 x204

BobB@LordandBenoit.com

www.Section404.org

mailto:BobB@LordandBenoit.com
http://www.section404.org/


The literature contained herein is not intended to 
substitute authoritative literature published by the 
respective regulatory agencies.  Professionals are 

advised to consult with legal and accounting 
authorities on all matters before implementing 

professional standards.

Disclaimer
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